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Lyn Farrell—National Director, Risk Management 
Services
Lyn is an attorney with 30 years of banking experie nce as in-
house counsel, compliance officer and in other oper ational 
areas. Her expertise is primarily in state and regu latory 
compliance, UCC and contract law. She has served as  a regional 
counsel for G.E. Capital. She has authored the Reference Guide 
to Regulatory Compliance , published by the ABA, the Law and 
Banking textbook, and the Consumer Lending textbook, both 
are also ABA publications. She is an instructor at the ABA’s 
Intermediate Compliance School and writes and speak s 
extensively on a variety of Risk Management-related  topics
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An essential response to risk-based 
supervision

• Examiners will look for it

• Foundation for the internal controls program, 
policies, procedures & audit schedule

• Reflection of the entire risk management 
process at the Bank 
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“Many fail to understand fully the potential credit 
risk and fraud related to ACH services, which 
should be of significant concern during weak 
economic periods when bankruptcies and 
business failures are more likely to occur.”

NAFCU website
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Credit risk : The risk that the contracted funds necessary to settle the 

accounare not available. Credit-risk-related losses typically arise from a 
business’s failure or bankruptcy.

Operational risk : The risk that an employee or computer system will 
unintentionally impede the intended transaction (includes losses due to 
clerical errors or to hardware and software failures).

Systemic risk : The risk that the inability of one ACH participant to settle its 
commitments causes other participants to be unable to settle theirs.

Fraud risk : The risk that someone will intentionally alter an ACH item in order 
to misdirect or misappropriate funds (includes embezzlement initiated either 
by a financial institution employee or by an interloper who gained 
unauthorized access to a system).
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“ Failure to implement appropriate controls for 
(ACH) … activities is an unsafe and unsound 
practice and can result in increased credit , 
compliance , reputation , strategic , and 
transaction risks , and in some cases, 
deterioration in the bank’s condition. “

OCC Bulletin 2006-039 ACH Risk Management 
Guidance

6



4

����������	
����
�	�
������������������	���	

����������"
�#��$

1. Credit Risk

Funding, pre-funding, credit worthiness

2. Transaction Risk

Charge backs, WEB, TEL

3. Compliance Risk; we know some

NACHA rules, Regulation E issues
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1. Increasing and broader definition of Compliance 

Risk
Increased reporting requirements (BOD), 
BSA/AML, IAT, Internet Gambling issues

2. Reputation Risk
Emerging products, proper handling of the latest 
SEC codes in a manner that protects the customer 
& the organization

3. Fraudulent Transaction Risk
Will the fraud solution we implemented today be 
robust enough tomorrow?
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Source: Payments Central 
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� 3rd Party Relationship: Trendsetter to BSA/AML 
Compliance

� 3rd Party Relationship:  What? We have another R/T 
sending point; 2 case studies

� Internal Control Changes: Customer Service versus 
Adequate Controls

� Failed Tax Payments : Whose Responsibility Is it? Is 
training adequate? 2 case studies

� Emerging Payment System: MSB or ACH customer ?
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� Are available in more detail

� Names remain anonymous to protect the 
innocent

� Are for illustrative purposes to help us focus 
on specific potential risk areas

� Take away: Lesson learned become action 
steps from each to consider at your Bank
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Red Flags

� No/little bank oversight of third party

� No review of product/relationship under 
BSA/AML framework

� No recognition of growth of volumes except 
in terms of revenue for the Bank

� Even after regulator warnings, failure to 
understand the risks
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Lessons Learned

� Assess all types of 3 rd party relationships in the 
Bank, take a new look, document a risk assessment 

� Register all Direct Access relationships as require d 

� Know your Association Rules, Rights & 
Responsibilities

� Know NACHA Statement on 3 rd Party Relationships

� Know Your Originator / Know Your Customer’s 
Customer
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..It is essential that an ODFI that permits direct access 

effectively mitigate …by appropriately underwriting, 
managing and monitoring its relationship …such as by 
fully utilizing ACH Operator tools that allow tracking…

Regardless of the level of diligence performed by the 
ODFI’s direct access customers, the ODFI remains 
responsible for those customers and for the entities those 
customers introduce to the Network. NACHA Direct Access 
Registration Requirements

http://www.nacha.org/OtherResources/riskmgmt/DirectAccess/

16



9

����������	
����
�	�
������������������	���	

' �( �
�����
�
������� )� "�
�!�"
��
�
�

����
���*%��
�(���������!���(��*%�.�
Red Flags

� Unreconcilable Fed outage

� ODFI or RDFI calls for contact information on an 
originator and Bank is unable to provide it

� Calls in regard to specific transactions but bank 
unable to locate it in the core system archives

� Regional ACH Association contacts the bank about 
excessive return rates or other issues that the cas h 
management department had not knowledge of.
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Lessons Learned

� Periodic reviews of Fed sending point set-ups in an  
annual basis.

� Your local Fed can provide a list of authorized 
sending point upon request

� Timely reconciliations of Fed statements and 
outstanding items

� Consider actually laying eyes on the Fed statement 
or validating daily originating balancing logs to F ed 
statement
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Red Flags

� Cash Management ACH processing not 
integrated with Fed statement audits

� CFO handled Fed statements outside of any 
other controls at the Bank

� “Good Customers” not handled through 
normal processing channels
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Lessons Learned

� Review Fed paperwork to clearly ID sending 
and receiving points

� Fed originating Monitoring Tools can help

� Verify that your NACHA auditors are 
experienced

� Trace returns to the points in the ACH 
system that are known
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Red Flags

� Control step eliminated without obtaining an 
audit perspective

� “Good customers” allowed to circumvent 
one control

� No review step prior to release of some files
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Lessons Learned
� Know Your Customer
� There is usually a good reason for a control 

procedure
� Consider your customer’s risk 

mitigation/control environment
� What is commercially reasonable in my 

environment?
� Software controls availability AND use affect 

Bank’s risk profile
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Red Flags

� Customer contacts the bank about late penalty 
or late payment notice

� Do you actively manage what is warehoused 
and do you have a future date monitoring 
process?

� Have you considered a risk-based decision on 
pre-dated is type of monitoring?
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Lessons Learned

� Review the ACH origination agreement 
regarding the processing of a properly 
formatted NACHA file

� Know potential limitations of software 
constraints in the solution used by your 
originators

� Training should address these potential 
software gaps
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Red Flags

� High risk business for AML

� Increasing volumes of transactions

� Originator seeking to expand its 
products and services to the non-banked

� Cultural differences with principal 
owners 
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Lessons Learned

� BSA/AML risks may be mitigated by good 
business practices

� Treasury Management business risk differs 
from BSA/AML risk but can be successful in 
the same space

� Emerging business plans require bankers to 
think outside the comfort zone
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� ACH Risk Management Program Overview Checklist

� ACH Risk Management Systems and Internal Control 
Elements Checklist

� ACH BOD Reporting Checklist

� ACH Customer Acceptance Checklist

� ACH Originator Underwriting Standards

� ACH Settlement Risk Checklist

� ACH Audit Checklist
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� ACH High Risk Activities Checklist

� ACH Compliance Risk

� ACH Risk: Third Party Originators

� Third Party Written Agreement

� Direct Access Controls

� Information Technology and ACH

� 2009 Reality Check Checklist

28
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ACH Blocks – returns all  non established commercial ACH debits  
attempting to post to an ACH-blocked account.

Online Fraud Filters – allow you to review a questionable ACH 
item.

ACH Control – accepts authorized ACH transactions based on 
your list of designated originators.

ACH Control with Positive Pay – provides your member the option 
to review and help prevent unauthorized ACH transac tions.

Daily Dollar Thresholds – establish a daily dollar threshold on 
ACH items.

Monitoring of ACH Exposure Over Multiple Days – establishes a 
aggregate dollar over multiple days of exposure.
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Annual Review of ACH risk exposure - Is yearly timely enough 
given today’s economic environment?

MFA Solution for ACH Origination – Is your current solution 
robust enough for the changing complexity of the fr audsters 
in cyberspace.

ACH Agreements – Do your agreements mandate that the NACHA 
rules are adhered to?  Do you bind your originators  to 
observe all commercially reasonable security proced ures? Do 
your agreements clearly spell out who is liable for  what and 
under what circumstances?

Incoming ACH Exposure – Do you review your incoming files for 
amounts outside of normal dollar volumes?  Do you h ave a 
filter in place to detect files outside of any esta blished dollar 
thresholds?

30
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� BOC

� Return rates monitoring & fines

� Mobile Banking- still new issues arising

� Volatility/deterioration of Credit Quality of 
Originators

� Cross Channel Risk
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M-Payments 

� 2 billion people world-wide own 
mobile phones but have no bank 
account

� In 2005 175 million immigrants 
transferred more than $230 billion 
internationally
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1. Sender buys a stored value card and a 
prepaid cell phone (if it’s for illegal 
purposes)

2. Sender registers with an m-payment 
service. (Can do this using an anonymous 
email account.)

34
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1. Sender sends an instruction to the m-
payment service provider to transfer funds 
from the stored value card to another 
person.

2. The MPSP sends a SMS message to the 
recipient’s phone asking where to send the 
funds.
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1. Recipient sends a reply; instructing the 
MPSP to send the funds to a stored value 
card, a foreign bank account, etc.

2. Recipient can then withdraw the money 
from the account or use the stored value 
card at an ATM.

If the transaction is not legal, both parties can 
discard the prepaid phones.
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� Vodaphone

� Mastercard

� Paypal

� HSBC
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Web-based programs (including games) offer 
currency that can be exchanged for real 
currency
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Fred Gibbons

fgibbons@broadwaybank.com

Lyn Farrell

lfarrell@smslp.com
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